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Abstract. Key agreement protocol is one of the fundamental cryptographic technique. This enables the
communicating entities to exchange information securely through an insecure medium. The key agreement
protocol involves all the communicating parties to arrive at a common key. In this paper an authenticated key
agreement protocol is proposed which can be later used in the e-health care system. In the key agreement protocol
proposed in this paper is based on the hardness of the triple decomposition search problem. This search problem
is implemented in the five dimensional discrete Heisenberg group. The protocol is authenticated by digital
signature algorithm, which also uses the triple decomposition search problem as the one way function. The
proposed protocol is secure against all the attacks and the security analysis also discussed. The key agreement
protocol devised is then applied in the digital (smart) hospital. The digital hospital set up consists of a gateway
node, User (Physician) and 10T enabled device with the patient. The 10T enabled medical equipment like
thermometer and Pacemaker are with the patient. The gateway node contains the information and medical history
of the patient received through the 10T device. The physician access the gateway node for the information about
the health condition of the patient. The digital hospital environment allows the physician the make clinical
decisions that means the doctor can analyse patient’s symptoms. The doctor takes the details of the patient from
the gateway node. In order to ensure the privacy of the patient’s information an authentication is required. To
achieve this, the authenticated key agreement protocol is required. The Key agreement protocol enables the
communication between the doctor, digital hospital and the patients 10T enabled devices. The protocol derives a
mutually authenticated common key between the gateway node and the user (doctor) and a mutually authenticated
common key between the gateway node and the patient. Using the common keys arrived by key agreement protocol
presented in this paper, the communicating entities gateway node, doctor and the patient communicate securely
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Introduction

Cryptography enables people to communicate
securely over an insecure medium. Cryptography is
concerned with the Confidentiality, Integrity, Non-
repudiation, and Authentication. Cryptography can be
classified as symmetric key (private key) and asymmetric
key (public key) cryptography There is a necessity to have
a common key among the communicating entities as
Cryptography is applied in various fields, like military, e-
commerce, banking sectors, Digital hospital etc. To arrive
at a common key, a technique need to be devised. The
technique is called Key exchange protocol. Key exchange
protocol can be classified in to two major categories
namely, Key transport protocol and Key agreement
protocol (KAP). In Key transport protocol, one party

creates a key and then transport it to other entities, where
as in Key agreement protocol all the communicating
entities involve in arriving at a common key.

In this paper a mutually authenticated tripartite key
agreement protocol is proposed. The KAP proposed is
based on the intractability of triple decomposition search
problem in five dimensional discrete Heisenberg group.
This protocol provides a common key between the
communicating entities. The key thus arrived is then
applied in the concept of smart hospital environment. The
smart hospital concept consists of three communicating
entities. They are the gateway node at the hospital which
is the common entity, the user (doctor) and the patient with
loT enabled medical equipment.

The paper is organised as follows , In section2 the
related works have been discussed, section 3 displays the


mailto:isaiyarasit.maths@srmvalliammai.ac.in
mailto:Nagaraniv.maths@srmvalliammai.ac.in
mailto:chitras.maths@srmvalliammai.ac.in

Acta Biomed 2023; Vol. 94, N. 3: 2023718

computational facts about the five dimensional discrete
Heisenberg group. In section 4, a mutually authenticated
key agreement protocol is proposed, section5 deals with
the smart hospital concept and the KAP devised in section
4 is applied in smart hospital environment. Section 5
concludes the paper.

Related works

The first public key cryptosystem [10] was
proposed in 1976, which is a key agreement protocol in
which one of the keys were made public. In this, the
discrete logarithm problem was used as the one-way
function. A new directions in cryptography by Diffe-
Hellman is a key exchange protocol, in which the session
keys are computed by the communicating parties with the
help of public information shared in advance. This paper
opened up new directions in the field of Cryptography.
Anshel-Anshel-Goldfeld [3] scheme proposed a key
agreement protocol, based on the hardness of multiple
search problem which is implemented in the Braid group.
[19]M.R. Magyarik, N.R. Wagner proposed a Public Key
Cryptosystem based on the word problem in non-abelain
platform [23] E.Stickel proposed a Diffie Hellman type
key agreement protocol using the discrete logarithm
problem. . A.Joux [17] proposed a One Round Protocol for
tripartite Diffie-Hellman key agreement. RSA [22] digital
signature scheme was based on the hardness of integer
factorization problem. ECDSA is based on the hardness
of discrete logarithm problem in the elliptic curve group.

G.S.G.N.Anjaneyulu, Dr. P. Vasudeva Reddy, Prof.
Dr.U.M.Reddy [7] proposed a Secured Digital Signature
Scheme using Polynomials over Non-Commutative
Division Semi rings. Hai-Duong Le [18] proposed A
Provably Secure, Efficient, and Flexible Authentication
Scheme for Ad hocWireless Sensor Networks. Muhamed
Turkanovic et al [20] proposed a novel user authentication
and key agreement scheme for heterogeneous adhoc
wireless sensor networks. Hamizdreza Yazdanpanah et al
[11] proposed a secure user authentication of key
agreement scheme for HWSN tailored for the loT
environment. [9] Dae-Hwi Lee,Im-Yeong Lee “A
Lightweight Authentication and Key Agreement Schemes
for IoT Environments”.

The five-dimensional Discrete Heisenberg group

H =17, be the set of all elements of the form
(x4, x5, x3,%4,%5) and the binary operation in this set is
defined as follows.

(1, %2, X3, X4, X5) - V1, Y2, V3 1, Ys) = (X1 +¥1,%, +

V2, X3+ Y3,X4 + Ya, X5 + Y5 + X1Y3 + X2¥4)
SAGE Code:

x = (x1,x2,x3,x4, x5)

y=0L1y2,y3,y4,y5)
show("x.y =")

[(x1 4+ y1)%p)(x2 + y2)%p, (x3 + y3)%p, (x4
+ y4)%p), (x5 + y5 + x1 * y3 + x2
* y4)%p]

Show("(x.y)" =")
Output:
((x1+y1),(x2 +y2,),(x3 +y3), (x4 + y4), (x5 + y5
+x1 *y3 + x2 * y4))
This operation satisfies the closure, associative properties
and under this operation an identity element exists and
each element possesses an inverse. But this operation is
not commutative, thus this set constitutes a non-abelian
group which is infinite.
This group is made finite as follows:
(1, %2, X3, X4, X5) - V1, Y2, V3, ¥, Vs)
= (% + Y1, % + Y2, %3 + Y3, %4
+ Y4 X5 + Y5 + X135 + x3y,)mod p
where p is a prime number.
Computational Facts:
(i)Order of H = Z3 is p®
To generate the elements of the group the following code
will be used
SAGE Code
[(x,y,z,w,t) for x inrange(p) for y inrange(p)
for zinrange(p) for winrange(p)
for tinrange(p)]
(ii)ldentity element is e = (0,0,0,0,0)
(iii)Inverse:
(=31, =Xz, —X3, =X4, —X5 + X1 X3 + X, %4) %P
SAGE Code:
show(inversex =)
(—x1%p, —x2%p, —x3%p, —x4%p, (—x5 + x1 * x3
+ x2 * x4)%p)

(%1, X2, X3, %4, X5) 7! =

(V) (x1, %2, X3, X4, X5)"
= (nxy, nxy, nxz, nxy, nxs + n® (x; x,
+ x2x4))modp

SAGE Code:

show('x*n =")

n * x1%p, n * x2%p, n * x3%p, n * x4%p, ((n * x5)
+(nx(n—1)/2*x1*x3+x2
* x4) %p)

(v)Generators of I are:
(1,0,0,0,0), (0,1,0,0,0), (0,0,1,0,0), (0,0,0,1,0)
(wila,bl=a-b-a"1 b1
= (0,0,0,0,x,y3 + %2y, — X3Y1
— x,y,)mod p
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Thus, any element of H is expressed as follows:

(xq, x5, x3,x4,x5) = (1,0,0,0,0)*1 - (0,1,0,0,0)*2
-(0,0,1,0,0)*s - (0,0,0,1,0)*4
-1(1,0,0,0,0), (0,0,1,0,0)]*s

(viii)Order of any element is p, which is for any a,a? =

e(identity)

(ix)Subgroups of DHG:

The cyclic subgroup G, =< e, a >is of order P,

The elements of G, are {a, a?,a%,a* a°---,a?™,aP =

e}

The cyclic subgroup G, =< e, a, b >is of order P? where

a-b=b>b-a,

The cyclic subgroup G; =< e, a, b, c > where

a, b, c commute with each other is of order P3,

Proceeding in similar way, we get

The cyclic subgroup H,_; =< e, ay,az, ..., a1 >

where the generators commute with each other is of order

PP—l

LetA =<e,a,b >witha-b=b-aand B =<e,c,d >
withc-d =d - ¢, but the generators of A do not
commute with those of B.

The generators of the cyclic subgroup A are:
<e,aa?..,abb,b? .., boab,..
ab®,a?b, ..., a?b%,a3b, ..., a®*bh®,a*b, ..., ah, ...,a°b°,
ah, ...,ab® >

Subgroup generation code:

x = (x1,x2,x3, x4, x5)

y=Ly2y3,y4,y5)

p=7

show ("subgroup")

for ninrange(p):

for minrange(p):

print((n*x1 +m=*y1)%p, (n*x2 +m *

¥2)%p, (n * x3 + m * y3)%p, (n * x4 + m *

v %p, (n*x5+m*y5+n*xl*mx*y3+n=*x2x*
m*yd+n*sm—1)/2+(x1*x3+x2*x4) +m =
(m—=1)/2* (y1*y3 +y2+y4))%p))

Triple Decomposition Search problem:

The communicating parties, generally Alice and Bob
agree on Discrete Heisenberg group

H = Z;. Also the subgroups G; =< e, 1,9, 93 >, G, =
< e hy, hy hy >

G3 =<e,ly,l;, I3 >where g;g; = g;9i, I,j =
1,2,3.where

9:9; = 9,9 hihy = hihy, Ll = Ll fori,j =123
and g;h; # h;gi, gil; # Ligi, hil; # Lk, g byl EH

Alice randomly chooses a,, x; € G;, a,,x, € G,,a; € G,
and computes

u=a,"x ,v=xl-a, x,,w=x3tas, (w,v,w)is
her public key and the 5-tuple

(a4, %1, az, x4, a3) is her private key

Bob randomly chooses b, € G, b,,y, € G, b3,y, € Gg
and computes

P=Db1"y,q=y1" by ¥y, 7 =y3'.bs3, (p,q,7) ishis
public key and 5- tuple (by,y1,b,,¥,, b3 ) is his private
key.

From the public keys of Alice or Bob getting their
corresponding private keys is called triple decomposition
search problem. That is fromu , the adversary needs to get
a, and x;, from v the adversary needs to get
x71,a5,x, and from w the adversary needs to get
x5! and a5. Thus getting the private keys from the public
keys is known triple decomposition problem.

Intractability of triple decomposition search problem:

If an adversary Eve tries to get the private keys of the
communicating parties from the public keys, he must solve
the following system of equations:

(i) Extracting a;andx, from u

Leta; = (agq, A1, A3, Ay Gg5) %y =

(X11, X12, X13, X140 X15)aNd U = (Uq1, Ugp, Ugz, Ugg, Uss)
U=a;x; = (a1 + Xq1,a12 + X153, Q13 + Xq3,044 +
X14, Qs + X5 + A11%X13 + A15X14)modp

.. (1)
But u = (ugq, w2, Us3, Uss, Ugs)
..(2)

Comparing (1) and (2)

w1 = (ay; + x11)modp, uy, = (ay, + x1,)modp,uy3 =
(a;3 + x;,3)modp

Uy = (a4 + x14)Mmodp
a12X14)modp

Uys = Qg5 + X35 + A11X13 +
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Now u may assumes the integers between Oand p — 1

Casel:u,, =0, thena,;and xq;
following p possible values

may assumes the

a {0 1 |p 2 | p p+1p-1
-1 -2 2 2

x{ 0| p 1 |p 2 |..|p—1p+1
-1 -2 2 2

Case2: u;; =1 thenay;and x4
following 2 possible integers

may assumes the

ai 0 1

X11 1 0

Case3: u,; =2 thenayj;and x4
following three possible integers

may assumes the

a; |0 1 2

X1 |2 1 0

Proceeding in similar way

Casep — 2: uy; = p — 2 thenay,and x;; may assumes
the following p — 1 possible integers

a1 p 0 |p 1 |p 2 | ...
-2 -3 -4 2

x1] 0

=
[u=N
=
[\S]
=

Case p — 1. u;; =p—1thena,and x;; may assumes
the followingp — 1 possible integers

alp 0| p 1 P 2 | ...
-1 -2 -3 2

Similar cases will arise when the adversary tries to get the
values of a,,and x;, from u,,, a;,and x;; from u,;and
a,,and x,, from u,,.But when he tries in the case of u,

he needs to solve u,s = a;5 + x;5 + a;1 %3 + a;,%,4 he
needs to solve much more complicated equations than the
above cases. The same argument may be repeated while
the adversary tries to extract x; ! and a; from w.
The process of extractingx;?*, a, and x, from v is described
as follows:
v=x7" 0y Xy, Let v = (U1, V15, V13, V14, V1s)
X7t = (=X11, —X12) —Xq3, —X14, —X15 + X11X13 + X12X14)
a; = (Az1, A2z, Az3, A4, Azs)
Xy = (X21, X22, X23, X24) X25)

(Y11, V12, V13, V14) V15)
= (—X11 + Q1 + X531, —X12 + Ay
+ X33, —Xy3 T A3 + X33, —X14 t gy
+ X34, —Xy5 T A5 + X35 + A1X23
t az2X24

To extract the private keys the adversary needs to solve the
following equations:

vy = (%11 + azq + xp1) modp
V1, = (X132 + ayp + X,) modp
V13 = (—X13 + g3 + X;3) modp
Viq = (—X14 + g4 + X54)modp
Vs = (=X15 + Qg5 + X5 + A1 X3 + AgyX24)modp

Thus the triple decomposition search problem is
cryptographically hard. Thus it may be considered to be
serve as a one way function. In this paper this problem is
used to devise the digital signature

Authenticated Key Agreement Protocol for Smart
Hospital

In the registration phase the user (doctor) and the sensor
node in the 10T device generate their own public key and
share them with the gateway node. A common shared key
between the user and gateway node and a common shared
key between the sensor node in 10T device and the gateway
node are arrived in this phase.

Login phase enables the user and loT device to
communicate with the gateway node and through which
the user and patients loT device communicate and the
doctor gives his medical advice to the patient. The
architecture of this system is depicted as follows
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Figure 1: System model

The security at all the ends are achieved by the
proposed key agreement protocol (KAP). It consists of
three phases, The Pre deployment phase, the registration
phase and the login phase. In the pre deployment phase the
gateway node generate public keys for the user (doctor)
and the sensor in the 10T enabled device

In the registration phase the user (doctor) and the
sensor node in the 10T device generate their own public
key and share them with the gateway node. A common
shared key between the user and gate way node and a
common shared key between the sensor node in 10T device
and the gateway node are arrived in this phase.

Login phase enables the user and loT device to
communicate with the gateway node and through which
the user and patients loT device communicate and the
doctor gives his medical advice to the patient, Login phase
enables the user and 10T device to communicate with the
gateway node and through which the user and patients loT
device communicate and the doctor gives his medical
advice to the patient.

Initial set up

The communicating entities are Hospital’s device with
Gateway node (GWN), the user (doctor) and the loT
device with patient.

The communicating entities GWN, User and The sensor
node with patient’s IoT device agree on the five
dimensional Discrete Heisenberg group as the platform
group described in section3 along with the subgroups.

Pre deployment phase:

GWN chooses a,4, x;; € G;,a15,%15 € Gy, 0435 € Gy

GWN

-1
X12 Q13

COMPUtES Uy = Ay Xqq, Uy = X[ A1pX12, Wy =
Ay1,X11,A12, %12 13 are  GWN’s
(uy, vy, wy,) isthe public key
GWN transmits (u,v,,w;,) to User and Sensor node
User registration phase:

User chooses by, € Gy,¥V11,b15 € Gy, Y12,b13 € G

User  computes  p; = by1Y11,q1 = Vit bi2Viahi =
Y1z bis

b11,V11,b12, Y12, b15 are the private keys of the User and
(p1,q4, 1) is the public key

User transmits(p,, q4,71) to GWN

On receiving (u, vy, w;, ) from GWN, user computes U, =
u,b,v,b,w; b5 and U, is stored in user’s memory

On receiving (p,,q,,7;) from user, GWN computes G,, =
a,1P1a,q,037, and G, is stored in GWN’s memory as
User’s identity

Sensor node registration phase:

Sensor node chooses ¢, 4, € Gy, 211,12 € Gy, C13,Z12 € Gs
Sensor node computes I, = c;z;, My = Z{{1C1325, Ny =
213 C13

C11,Z11, C12, Z12, C13 @re the private keys of the Sensor node
and (1,, my,n,) is the public key

Sensor node transmits (I,, m;,n;) GWN

On receiving (u,v,,w;,) from GWN, Sensor node
computes S, = u,c,v,c,w;c3 and S, is stored in sensor
node’s memory

On receiving (l;,m;,n;) from sensor node, GWN
computes G; = a,,1,a,,m;a,3n, and Gis stored in GWN
as sensor node’s identity

Login Phase:

Key Agreement Protocol between GWN and User:
Before logging in, user enters U,. as his identity. The GWN
then checks that whether U,. = G,,, if so GWN accepts and
confirms the identity of the User and permits for further
communications.

GWN chooses a,q, x5, € Gy, 032, %25 € Gy, a3 € Gy
GWN computes
X33 a3

GWN transmits (u,, v,, w,) to User

User chooses by; € Gy, b55,Y21 € Gy, by3,Y,3 € Gy

User — computes  p; = b31¥21, 42 = Y31 ba2¥2ar T2 =
Y22 bas

User transmits (p,, g, 1) to GWN

Onreceiving (p,, q,, 1) from User, GWN computes K, =
A21P202242023T,

On receiving (u,, v,,w,) from GWN , User computes
Kyc = uyb31V3b2,W, b3

Ky = Kyg = apq by1ay,b,5,a53b,5 1S the common key
between GWN and User.

Key Agreement Protocol between GWN and Sensor node:

private keys and

— — -1 —
Uy = A1X21,Vz = X1 UpX3, Wy =
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Before logging in, sensor node enters S, as his identity.
The GWN then checks that whether

S, = G, if so GWN accepts and confirms the identity of
the sensor node and permits for further communications
GWN transmits (u,, v,, w,) to sensor node

Sensor node chooses ¢, € Gy, €53, 221 € Gy, Cy3, 755 € Gg
Sensor node computes [, = €y1251, My = 231 Ca32Z55, Ny =
Z31 Ca3

Sensor node transmits (1,, m,,n,) to GWN

On receiving (I,,m,,n,) from sensor node, GWN
computes Kg = a,ql,a,,m,a,3n,
On receiving (u,,v,,w,) from
computes Kg; = U, €51 V5C5WoCag
Ks = Ks¢ = 21€21022C22853C53
between Sensor node and GWN

GWN, sensor node

is the common key

Smart hospital environment

The digital hospital environment allows the
physician the make clinical decisions that means the
doctor can analyse patient’s symptoms. The doctor takes
the details of the patient from the gateway node. In order
to ensure the privacy of the patient’s information an
authentication is required. To achieve this the proposed an
authenticated key agreement protocol. The Key agreement
protocol enables the communication between the doctor,
digital hospital and the patients 10T enabled devices.

As the first step, the smart hospital provides loT
enabled medical equipment to the registered patient. The
sensor node with the 10T equipment allows the user doctor
to dialogize and give medical advice to the patient. The
doctor access the sensor node through GWN. In this
process the doctor communicates with GWN using the
common key Kj , after GWN verifies the identity of the
doctor (user). GWN sends the request to the patient’s
sensor node through the common key K between Sensor
node and GWN. Sensor node verifies the common key
from GWN and permits the user to access the sensor node
and gets the medical advice from the doctor.

Conclusion

In this paper, a mutually authenticated key
agreement protocol is proposed. This protocol is based on
the intractability of the triple decomposition search
problem in the five dimensional discrete Heisenberg
group. Using the key agreement protocol proposed in this
paper, the smart hospital environment works. The patient
can get benefitted by the smart hospital concept as it
enables the patient to get medical advice from the doctor
without contacting directly. Thus, the smart hospital
enables patient to get the treatment even in remote mode.
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